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212l Firewall, IPS(Intrusion Prevention Systems),
Antivirus 37} 2 41783}tk Firewall, IPS+= NSS
labs2] Next generation firewall comparative report
(2019), Next generation intrusion prevention system
71—71— ZLJ_o]—OiE]— Next
generation firewall comparative report(2019)< 12
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H

1, 49

(Table 2) Performance of Countermeasures

Performance Uniform

High Low o
Countermeasure distribution
Firewall 98% 78% [0.78,0.98]

IPS 100% | 25% [0.25, 1]
Antivirus 100% | 41% [0.41, 1]

N
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s

(Table 3) Game Matrix of Firewall

Threat Threat 1 | Threat 2 | Threat 3
Countermeasu
Firewall 1 93.42% 78.41% 90.67%
Firewall 2 92.97% 87.97% 82.49%
Firewall 3 81.96% 93.21% 81.38%
(Table 4) Game Matrix of IPS
Threat Threat 1 | Threat 2 | Threat 3
Countermeasul
IPS 1 69.1% 92.32% 91.86%
IPS 2 86.18% 27.69% 76.88%
IPS 3 53.4% 63.88% 74.34%

(Table 5) Game Matrix of Antivirus

Countermeasi Threat Threat 1 | Threat 2 | Threat 3
Antivirus 1 79% 63.46% 80.11%
Antivirus 2 50.65% 97.79% 61.45%
Antivirus 3 99.51% 54.86% 75.55%

(Table 6) Optimized Weight and Defence
Probability of Countermeasures

untermeasure ) -

I IP Antivir
Weight Firewa S tivirus
Alternative 1 49.11% 71.58% 68.58%
Alternative 2 0% 28.42% 31.42%

Alternative 3 50.89% 0% 0%
Optimized defence | o5 o0, | 73950, | 74.25%

probability
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(Table 7) Game Matrix of Countermeasures

Threat Threat 1 | Threat 2 | Threat 3
Countermeasur.

Firewall 1 93.42% 78.41% 90.67%

IPS 1 69.1% 92.32% 91.86%

Antivirus 1 79% 63.46% 80.11%

<Table 7>¢] #ZA3} A3} Firewall 1, IPS 1,
Antivirus 18] ZEZH L 7= 22 60.74%,
39.26%, 0%= 4FE% 3L Firewall 1, IPS 10] A1
959t AXsE TEZE V) AdgE AL
A g sl HA W] HEL 83.87%=
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(Figure 1) Investment Weight of Countermeasures
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(Figure 2) Optimal Defence Probability
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Abstract

Game Theoretic Optimization of Investment
Portfolio Considering the Performance of
Information Security Countermeasure

Sang-Hoon Lee* * Tae-Sung Kim**

Information security has become an important issue in the world. Various information and
communication technologies, such as the Internet of Things, big data, cloud, and artificial intelligence, are
developing, and the need for information security is increasing. Although the necessity of information
security is expanding according to the development of information and communication technology, interest
in information security investment is insufficient. In general, measuring the effect of information security
investment is difficult, so appropriate investment is not being practice, and organizations are decreasing
their information security investment. In addition, since the types and specification of information security
measures are diverse, it is difficult to compare and evaluate the information security countermeasures
objectively, and there is a lack of decision-making methods about information security investment. To
develop the organization, policies and decisions related to information security are essential, and measuring
the effect of information security investment is necessary. Therefore, this study proposes a method of
constructing an investment portfolio for information security measures using game theory and derives an
optimal defence probability. Using the two-person game model, the information security manager and the
attacker are assumed to be the game players, and the information security countermeasures and information
security threats are assumed as the strategy of the players, respectively. A zero-sum game that the sum
of the players’ payoffs is zero is assumed, and we derive a solution of a mixed strategy game in which
a strategy is selected according to probability distribution among strategies. In the real world, there are
various types of information security threats exist, so multiple information security measures should be
considered to maintain the appropriate information security level of information systems. We assume that

the defence ratio of the information security countermeasures is known, and we derive the optimal solution
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of the mixed strategy game using linear programming. The contributions of this study are as follows. First,
we conduct analysis using real performance data of information security measures. Information security
managers of organizations can use the methodology suggested in this study to make practical decisions
when establishing investment portfolio for information security countermeasures. Second, the investment
weight of information security countermeasures is derived. Since we derive the weight of each information
security measure, not just whether or not information security measures have been invested, it is easy to
construct an information security investment portfolio in a situation where investment decisions need to
be made in consideration of a number of information security countermeasures. Finally, it is possible to
find the optimal defence probability after constructing an investment portfolio of information security
countermeasures. The information security managers of organizations can measure the specific investment
effect by drawing out information security countermeasures that fit the organization's information security
investment budget. Also, numerical examples are presented and computational results are analyzed. Based
on the performance of various information security countermeasures: Firewall, IPS, and Antivirus, data
related to information security measures are collected to construct a portfolio of information security
countermeasures. The defence ratio of the information security countermeasures is created using a uniform
distribution, and a coverage of performance is derived based on the report of each information security
countermeasure. According to numerical examples that considered Firewall, IPS, and Antivirus as
information security countermeasures, the investment weights of Firewall, IPS, and Antivirus are optimized
to 60.74%, 39.26%, and 0%, respectively. The result shows that the defence probability of the organization
is maximized to 83.87%. When the methodology and examples of this study are used in practice,
information security managers can consider various types of information security measures, and the

appropriate investment level of each measure can be reflected in the organization's budget.

Key Words : Game theory, Information security, Investment portfolio
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